BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHUNGHIA VIETNAM
Doc 13p - Tw do - Hanh phuc

S6:1465 /BTTTT-CATTT Ha Ngi, ngay 77 thang 04 nam 2024
V/v tang cudng cong tac bao dam an toan
thong tin mang trong dip L& 30/4, 01/5 va
70 nam chién thing Pién Bién Phu

Kinh gui:
- Cac B9, co quan ngang B9, co quan thudc Chinh phu;
- UBND céc tinh, thanh phé truc thudc Trung uong;
- Cac Tap doan kinh té, Téng cong ty nha nudc;
- Cac Doanh nghiép cung cap dich vu vién thong, Internet
va nén tang sb;
- Céc T6 chure tai chinh, Ngan hang thuong mai.

Nham bao dam an toan thong tin mang, duy tri hoat dong 6n dinh cac hé
thdng thong tin trong thoi gian dién ra nhirng ngay 1 16n nhu Ky niém 49 nam
ngay giai phong mién Nam thong nhat dat nude 30/4, Ngay Qudc té lao dong
01/5 va 70 nim chién thing Dién Bién Phu, B6 Thong tin va Truyén thong dé
nghi cac co quan, td chic, doanh nghiép ting cudng trién khai cong tic bao
dam an toan thong tin mang cho cac hé thdng thong tin thudc pham vi quan 1y,
cu thé:

1. Tang cudng trién khai hoat dong bao dam an toan thong tin mang:

a) Cung ¢ va vu tién ngudn luc, nhan lyc cho nhiém vu u’ng truc, gidm sat
24/7; chu dong theo doi thuong xuyén, lién tuc cac hé thong giam sat an toan
thong tin tép trung, hé thong phong, chéng ma ddc tap trung dam bao phat hién,
xtr 1y, khic phuc kip thoi tan cong mang, canh bao mi doc dugc xac minh.

b) Kiém tra, cap nhat day du cic ban vé an toan thong tin cho hé thong thong
tin theo canh bao cua Cuc An toan thong tin va cac co quan, to chic lién quan;

c) Ra soat, kiém tra, danh gia, khic phuc céc 16 héng bao mat; san lung mbi
nguy hai va boc go ph?m mém ddc hai cho toan bod may chd, may tram trong hé
théng mang (wu tién cac hé thong thong tin ¢ dia chi IP nim trong Danh sach IP
mang Botnet duoc Cuc An toan thong tin canh bao hang thang hodc dot xuit,
vin ban giri kém theo); thuong truc theo di, tiép nhan va xt Iy cac canh bao an
toan thong tin qua Nén tang Diéu phdi xtr Iy su ¢d an toan thong tin mang quc
gia (IRlab.vn) do Bo Thong tin va Truyén thong cung cap.

d) Sin sang trién khai ké hoach g phé, xt Iy su cb tdn cong mang va
nhanh chéng khéi phuc hoat dong binh thuong cta hé théng thong tin trong
truong hop xay ra su cb.

2. Cac doanh nghi€p cung cap dich vu Vlen thong, Internet; cac t6 churc,
doanh nghiép cung cép ha tang sb, nén tang sb:
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a) Tang cuong nguén nhan lyc, phan cong nhan lyc tryc gidm sat, hd tro va
khac phuc su c6 bao dam ha tang vién thong, Internet an toan, thong sudt.

b) Ra sodt, trién khai day du cic bién phap bao vé, bao dam phat hién sém
va kip thoi ngan chin hoat dong tin cong mang, phat tan thong tin x4u doc, thong
tin vi pham phap luét trén hé thong thong tin, ha ting mang ludi, nén tang 6
thuoc pham vi quan ly.

¢) Tang cuong theo doi, cép nhat, xtr ly cac phan anh, khiéu nai ctia ngudi
dung vé tin nhan rac, cudc goi rac, dic biét 1a tin nhan Lra dao, cudc goi lira dao
qua hé thdng tiép nhan phan anh tin nhin rac, cudc goi rac do BO Thong tin va
Truyén thong (Cuc An toan thong tin) chia sé; Xt Iy quyét liét, triét dé cac truong
hop phat tan tin nhin rac, tin nhin lira ddo, cudc goi rac, cude goi lira dao ma
nguodi dung phan anh.
d) Thyc hién nghiém va kip thoi cac bién phap xt Iy theo yéu cau cua Bo
Thong tin va Truyén thong (Cuc An toan thong tin) va co quan chtic ning co
tham quyén.

3. Trong trudng hop can hd trg gidm sat, xir 1y, img ctru sy cb dé nghi lién h¢
v6i Cuc An toan thong tin, B Thong tin va Truyén thong théng qua cac dau mbi:

- Trung tdm Ung ctru khan cap khong gian mang Viét Nam (VNCERT/CC),
dién thoai 024.3640.4421 hodc s6 dién thoai truc duong day nong trng clru su co
086.9100.317, thu dién tir: ir@vncert.vn.

- Trung tam Giam sat an toan khong gian mang qudc gia (NCSC), dién
thoai: 02432091616 hodc sb dién thoai truc duong diy néng hd tro giam sat,
canh bao sdm 0389942878, thu dién tir: ais@mic.gov.vn.

Tran trong./.
Noi nhin: KT. BQO TRUONG
- Nhu trén; o o THU TRUONG
- Van phong Trung uvong va cac Ban cua Déang;
- Van phong Chu tich nudc;

- Vian phong Qudc héi va cac Uy ban cua Qudc hoi;

- Toa 4n nhan dan tdi cao;

- Vién kiém sat nhan dan tdi cao;

- Kiém toan Nha nudc;

- Uy ban Trung wong Mat trin T6 quéc Viét Nam;

- Co quan trung wong ctia cac doan thé;

- B trudng (dé b/c);

- Cac Thur trudéng;

- Cac don vi chuyén trach vé CNTT/ATTT cua cac
bd, co quan ngang bg, co' quan thuc Chinh phu;

- S6 TT&TT céc tinh, thanh phd tryc thugc TW;

- Thanh vién mang lu6i Ung ctru sy ¢b an toan thong
tin mang quoc gia;

- Céc Cuc: Vién thong, Buu dién Trung uong;

- Céc Trung tam: VNNIC, Trung tdm Thong tin;

- Luu: VT, CATTT. PTA.




